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Hongkong & Shanghai Banking Corporation and

Bank of East Asia Customers Targetted
<web-link for this article>

e
Customers of Hongkong & . 7.,) . e — —
Shanghai Banking Corporation
(HSBC) and Bank of East Asia @BEA%E%R%‘T "

(BEA) have been targetted in
fraudulent campaigns. Emails
purporting to be from HSBC
concerning a payment
confirmation ask recipients to
open dangerous attachments.
HSBC has emphasised that it has
no connection with the messages
and recommend that concerned ML P
customers should contact thefake BEAWebsite
HSBC Commercial Banking service hotline at +852 2748 8288 or report the message to the
Police.

The BEA case involves a fake website at http://unitedbea.com that mimics the genuine site.
The site is hosted in the USA and the domain was registered in January 2018, but it is
unknown whether it has been hosting a fraudulent site ever since then. It uses encryption,
with a certificate issued by Let's Encrypt.

Victims should immediately report the case to the Police for investigation, and contact BEA’s
Customer Service Hotline +852 2211 1333 for assistance.

More Information

* Alert issued on bogus emails, website

» HSBC Warns Against Phishing Emails
e Fraudulent Website Notification
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http://articles.yuikee.com.hk/newsletter/2018/07/a.html
https://www.hkbea.com/pdf/en/about-bea/new-release/2018/20180704en.pdf
https://www.about.hsbc.com.hk/-/media/hong-kong/en/news-and-media/180704-hsbc-warns-against-phishing-email-eng.pdf
https://www.news.gov.hk/eng/2018/07/20180705/20180705_183428_145.html
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