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Bank of China Phishing Emails Warning

<web-link for this article>

Users in Hongl From Bank of China (Hong Kong) <cs@onomagraphics.com= © Reply || <
KOHg have receive hjeck New Message Notification

email with Bank of] To
China branding]
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have a new message
available  throug @ ‘f 8) 4&13' ?3%
online banking wit PEMEOF CRINGS

a link to "view" the] o .
message. The link is| New Message Notification
to

You have a new message available to view through Online Banking.

—
[ View message )
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€ 2013 BANK OF CHINA [HONG KONG) LIMITED. ALL RIGHTS RESERVED.

vishelectric.com/hk/prelogon/digital/authentication/logon/en.htm , which is not a Bank of
China website, and the site was not available at the time of writing.

Anyone who has used the link and entered their banking details should contact the Police as
soon as possible.

To protect themselves against similar phishing attacks, users should:

* be suspicious of messages purporting to come from their bank;

* type in the bank's website address themselves, rather than relying on a link in an
email;

* use a secure connection, https instead of http, when visiting their bank's website;

* check the certificate of their bank's website is valid;

Yui Kee Computing Ltd. -1- June 2018


http://articles.yuikee.com.hk/newsletter/2018/06/a.html

Suite C & D, 8/F, Yally Industrial Building

6 Yip Fat Street, Wong Chuk Hang, Hong Kong
Tel: 2870 8550 Fax: 2870 8563

E-mail: info@yuikee.com.hk
http://www.yuikee.com.hk/

http://'www.yuikee.com.hk/

*Security Software *Information Security

Support & SE"I:UI'I'I."_H’ Consultancy
Diztribution sAlert Services & Web
o G T Mlonitorime
=Anti-Spam Four «Ethics, Safety &
PRI o Security
“Encryption FPeace r?;l‘ Mind
_ Is Our )
E-Learning  commisnensr  Education
«ontent & *Project Development
Crrriculum & Management

Development *Educational Software

*Traming Dhstribution

http:/leducation.yuikee.com.hk/

Yui Kee Computing Ltd. -2- June 2018


mailto:info@yuikee.com.hk

	Contents
	Bank of China Phishing Emails Warning

