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Banks Upgrade Security Advice (Humour)

<web-link for this article>

NewsBiscuit (The news before it happens) reports that banks are advising children on how to
name their first pet. Our own correspondent provided similar advice a couple of years ago.
Nice to see these ideas taking hold.

More Information

Children warned name of first pet should contain 8 characters and a digit
Protecting Your Identity Online

Internet Still Not Dead - Goodbye DNSChanger

<web-link for this article>

In May, we reported that up to 1200 computers in Hong Kong might loose their internet

connection on July 9th, along with many others around the world. Writing now, a safe time
after the deadline, nothing much happened.

In a blog posting, F-Secure reports that infection numbers continue to fall and many ISPs are
redirecting DNS requests for infected customers.

Yui Kee's Chief Consultant, Allan Dyer, commented, "How long should the ISPs continue
redirecting? I suspect that, in most of the remaining cases, the user will only notice their
machine is affected when they loose their connection."

More Information

DNSChanger Wrap Up
DNS Changer - how not to lose your internet connection on July 9

How to detect and fix a machine infected with DNSChanger
FBI kills DNSChanger network, but how many will be affected?

DNSChanger apocalypse: Like Y2K. but even snoozier
How the DNSChanger malware works
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http://www.computerworld.com/s/article/9228982/How_the_DNSChanger_malware_works?iframe=true&width=841&height=500
http://news.cnet.com/8301-1009_3-57468797-83/dnschanger-apocalypse-like-y2k-but-even-snoozier/?part=rss&tag=feed&subj=News-Security&Privacy&iframe=true&width=841&height=500
http://news.cnet.com/8301-1009_3-57468436-83/fbi-kills-dnschanger-network-but-how-many-will-be-affected/?part=rss&tag=feed&subj=News-Security&Privacy&iframe=true&width=841&height=500
http://reviews.cnet.com/8301-13727_7-57467580-263/how-to-detect-and-fix-a-machine-infected-with-dnschanger/?part=rss&tag=feed&subj=News-Security&Privacy&iframe=true&width=841&height=500
http://www.youtube.com/watch?v=Gl7d6cDFDHo
http://www.f-secure.com/weblog/archives/00002395.html
http://www.f-secure.com/weblog/archives/00002395.html
http://www.f-secure.com/weblog/archives/00002395.html
http://test.articles.yuikee.com.hk/newsletter/2012/05/c.html
http://test.articles.yuikee.com.hk/newsletter/2012/05/c.html
http://articles.yuikee.com.hk/newsletter/2012/07/b.html
http://test.articles.yuikee.com.hk/newsletter/2010/04/a.html
http://www.newsbiscuit.com/2012/06/08/children-warned-name-of-first-pet-should-contain-8-characters-and-a-digit/
http://test.articles.yuikee.com.hk/newsletter/2010/04/a.html
http://www.newsbiscuit.com/2012/06/08/children-warned-name-of-first-pet-should-contain-8-characters-and-a-digit/
http://www.newsbiscuit.com/2012/06/08/children-warned-name-of-first-pet-should-contain-8-characters-and-a-digit/
http://articles.yuikee.com.hk/newsletter/2012/07/a.html

July Hong Kong Honeypot Report

<web-link for this article>

This is the seventh monthly report from West Coast Labs's honeypot in Hong Kong,
providing some indication of the type and level of malware threat in Hong Kong, but it is
only based on a single honeypot, so the conclusions should be treated with caution. The

number of attacks this month has jumped up sharply, with most coming from Finland.

Average Time To Infect: 2 hours 44 minutes

The average time to infect is an indication of how long it would be before a vulnerable

computer connected to the internet in Hong Kong became infected.

Summary
Total number of attacks : 263

17 are brand new to this honeypot.

Source of Attacks

The following breaks down where these attacks have come from by use of IP geolocation.
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One of these files has been in the Wildlist.
Note:

The parameter 'Detection' here relates to whether one or more scanners was able to associate

a name with this checksum.
More Information

West Coast Labs
January Hong Kong Honeypot Report

Drug Testing Highlights School Privacy Deficiencies

<web-link for this article>
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http://articles.yuikee.com.hk/newsletter/2012/07/d.html
http://test.articles.yuikee.com.hk/newsletter/2012/01/b.html
http://www.westcoast.com/

A trial scheme to test Hong Kong school students for drugs has been criticised by the Privacy
Commissioner for Personal Data, Allan Chiang Yam-wang.

The testing was performed by the Security Bureau's Narcotics Division and the Education
Bureau, but they did not conduct a privacy impact assessment. Mr Chiang also highlighted
problems in the protocols for handling the students personal data set by the Bureaus,
including not stating how long the data should be retained, and not adequately protecting the
data that was stored on a USB flash drive. The drive was password protected, but the
password was stored with the drive. Teachers processed the data on their personal computers,
but received no guidance on how to safeguard the data.

A spokesman for the Narcotics Division said that the protocol has already been revised,
including requiring all computers storing students' data to shut down internet connections.

A wider question remains. Teachers routinely process personal data concerning their students,
and some of it may be as sensitive, or more sensitive than drug test results. Do teachers has
adequate training and resources to protect this personal data? Without proper training,
teachers might easily misunderstand protocols - an internet connection is forbidden, but they
might use a connection to a LAN (with an internet gateway) without realising the
consequences, or may overlook that their laptop has silently connected to WiFi.

A piecemeal approach to personal data protection - one policy for drug test results, another
for exam results, and so on - will increase the burden on teachers, and may introduce
conflicting requirements, perhaps one protocol demands no internet connection, and another a
secure connection to a server.

More Information

School drug testers hit for privacy lapses

Suite C & D, 8/F, Yally Industrial Building
6 Yip Fat Street, Wong Chuk Hang, Hong Kong
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