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Internet Society Hong Kong Publishes 30 Second
Information Security Clips

KEweb-link for this article>|

The Internet Society of Hong Kong is promoting information security through fa series of thirty |
gecond infosec video clips} The clips will be shown on a video service available on
many Hong Kong buses. The videos feature Roy Ko of Hong Kong CERT, Chester Song and
other well-known figures in HK's infosec scene. The clips are only available in Cantonese.

More Information
[ Tt ey - oA ] Eléﬁ 29 (2 FET Chester Soong ¥ Sang Young. ISOC HK)|

RoadShow]
February Hong Kong Honeypot Report

Eweb-link for this article>)

This is the second monthly report from [West Coast Labs|s honeypot in Hong Kong, providing
some indication of the type and level of malware threat in Hong Kong, but it is only based on a
single honeypot, so the conclusions should be treated with caution.

Average Time To Infect: 13 Hours 39 Minutes

The average time to infect is an indication of how long it would be before a vulnerable
computer connected to the internet in Hong Kong became infected. A few minutes longer than
January.

Summary
o  Total number of attacks : 51
O 23 are brand new to this honeypot.

o 7 of these files have not been seen in other honeypots
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Source of Attacks

The following breaks down where these attacks have come from by use of IP geolocation.

Number of attacks

Source

18

Hong Kong

16

United States

Poland

Russian_Federation

Taiwan

1 |Kazakstan

1 |Estonia

1 |Switzerland

1 |Colombia

1 Malaysia

1 |Netherlands

1 |\Germany

1 [Japan

1/|Canada

1 |Gabon

1 |Latvia

In a large change from last month, Hong Kong is

early to draw any conclusions from this.

Malware List

the largest source of attacks. It seems too

This |Previous .
Checksum (md5) Detection
month |count
Y (WB2/ GenBl . 566400D8! O ynpus ,
566400d3216495f 8c50ced8ddb088763 | 4 0 ***NEW |\ Danger ouschj ect . Mil t1. Generic . . )
Y (w32/virut. 7116 ,
d3e1d87e83ed88aa3af 137dda0f bag7d 1 0 **NEW | biic Wi n32. vitut. av . )
Y (WB2/ Sdbot . AEFV 82/ Nal war e! 44f 4
3875b6257d4d21d51ec13247ee4clcdb | 4 13 Backdoor . W n32. Rbot . bni
VB2Rbot ! | 2663. exe , )
Y (WB2/ GenBI . 1A50B8F8! O ynpus ,
1a50b8f 8lef 6c9d27c4d97e59ch85e9e 7 0 ***NEW |1 o "an Wna2. Jori k. | RObot - hee | . )
Y (WB2/ GenBl . 65C7BAB2! A ynpus
65c7bab2353e3c8a320e045d142ac976 1 0 ***NEW |g2ckdoor . Wn32. Fl oder . gnyy
Y (w82/virut. 7116 ,
f 480ea8d14656480f f 8b1e95c891eads 1 0 ***NEW |g-ckdoor . W n32. Rbot . adad , . )
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ad5d79b867875b98278118c70eall2c4 2 0 ***NEW

Y (w32/ heuri stic-kpp! el dorado ,
Tr oj an. Wn32. Pi ncav. bbwe ,

b6cb9535a3c0e22137850f 07460b510b 1 0 ***NEW

Y (w32/rbot. b. gen! el dorado ,
Net - Wrm Wn32. Al l aple.e , , )

aae0f 083745d16f e487c26844a50f alc 1 0 ***NEW

Y (w32/trojan.mex , Virus.Wn32.Virut.n
Backdoor . Wn32. Rbot. bni ,

9956071ca816c9145¢ch979¢c329c12a56 1 0 ***NEW

Y (w32/virut.7116 w32/ sdbot. aefv ,
Backdoor. W n32. Rbot . adqd , , )

Y (w32/virut. 7205 ,

ced2ed2358f 1f b56051d50f 97229bfca | 1 0 ***NEW |Net - Wor m W n32. Al | apl e. e
virus.win32.virut.bl , , )
a903cc0344815191292c2f336df3e67a| 4 |o S NEW N (b, L)
0656e272e85a25caaeced591e24b4d35 | 5 2 Y O athi ener € )
3e2085f 27f 837bcdf 79a487395be20b4 | 1 0 ***NEW ga((:‘l’(“ggg‘r’i.wtné;légo{.adqd )
81f 65b31e6de6f e8abbf 1195037e8414 | 1 0 *++nEw N (VB2/Emal | var m :-'aQ;i e b )
527446f Oaf 11f dbae209993477730 42 | 1 0 *x<NEw [N (VBT Emal 1 W m I”ggi ce. )
9be443d09b25157fcfbccb953f4a2cd4| 4 |o S NEW N (b, L)
7dad62d3cagaf cb56dgb2cocaf be5F90 | 1| 0 +exNEw |\ (VAT RARCk: A gen Bl dorado,
723¢9315cdf 986dae03e0a4500a2d1f 2 | 1 L [Batkaonr Wz Raot adgd ot 3TV
c84b0dbc5eeb6616553f a3aa7851c188 | 1 0 ==+ nEw ¥ (NB2/M W;é;.légbt.adqd )
964ce9dsaOce764061aaef 080e550f fd|| 1 | 0 *++xnEw [ (W82( BBl 09CEaDS, C ympus,
d840d16176d2a34e866163340€263721 | 1 0 *=NEW Y, g}"‘;ﬁ’ tser;’J Wﬁé;?ﬁgeht.bwb )
33959bb2c48363ddd3637ea78c048b6c | 2 0 ***NEW &S‘l’ﬁzc\fﬂggt V?EL;’.'” ?A’rus.Wn32. Suspi c. gen
2ba462c1230e9c6ef 7206 09668c10a | 1| 0 ++xNEW Y (VEAIRATack: A gen B} dorado,
d905daf a06c4cd5d732e05a3b74a09¢7 | 1 0 *=<new |¥ (VB2 mggémgfggﬂggr?d?')
4ed217391b897f c2d46ec9cesaf 282ct | 1 1 Backaoor W n3s Rbot . adad . . )
f ed9ach515b6061d60921a93ddf 40057 | 1 | 0 +xxNew (L QMM I TS 0
Note

The parameter 'Detection' here relates to whether one or more scanners was able to associate a

name with this checksum.
More Information

[West Coast Labs|
January Hong Kong Honeypot Report|
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